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Agenda

• Microsoft Intune advantages

• New features



Microsoft Intune
A unified solution to manage endpoints anywhere

Simplify endpoint management Protect a hybrid workforce Power better user experiences



Microsoft is recognized as a leader for UEM tools

2022 Gartner® Magic Quadrant™ for Unified 

Endpoint Management Tools

2023 OMDIA UNIVERSE



SIMPLIFY ENDPOINT MANAGEMENTUnified management saves time 
and resources

Centrally manage on-premises and 

cloud-based endpoints.

Empower advanced endpoint 

management and security tools from 

a single, cloud-powered solution.

Reduce costs across hardware, licensing, 

maintenance.

Reduced IT time



Imagine if…
…you could protect hybrid workers with integrated management and security

PROTECT A HYBRID WORKFORCE

Today

• Growing attack 

surfaces

• Frequency of security 

breaches

• Complex corporate 

devices, BYOD, shared 

devices

The future powered by Microsoft Intune.

Data protection 

regardless of 

enrollment

Risk-based policies for 

conditional access

Controls to enable 

threat protection 

across platforms

Integrated endpoint 

security and compliance 

for Zero Trust



PROTECT A HYBRID WORKFORCEKeep current, stay secure

Automated updating gives time back

to IT admins and peace of mind to security 

teams

Trust Microsoft to manage updates for 
Windows and Microsoft 365

Harden your posture against exploits 
and ransomware

Transparency and reporting keep you in 
control

Microsoft leverages insights to 
proactively address challenges and limit 
interruptions



Licensing



Intune Suite

Intune Plan 1

Included in EMS E3 or  

Microsoft 365 E3, ME5, F1, F3, 

and Business Premium plans

Intune Suite

Add to Plan 1 to utilize

these solutions

Included solutions*

• Remote help 

• Endpoint Privilege Management 

• Advanced Endpoint analytics

• Advanced app management

• Cloud certificate management

• Future advanced solutions**

• All Intune Plan 2 features 

Prerequisite

• Intune Plan 1

Intune Plan 2

Add to Plan 1 to utilize

these features:

Included features

• Tunnel for Mobile App Management

• Specialty device management

• Future advanced capabilities**

Prerequisite

• Intune Plan 1

*Also available as individual add-ons

**Additional advanced features to be added in future releases

aka.ms/IntuneSuitePricing

https://aka.ms/IntuneSuitePricing


Microsoft Intune Suite

Microsoft Edge

Microsoft Teams

Microsoft Windows

Microsoft Graph

Microsoft 365 Apps

Microsoft Entra

Microsoft Defender for Endpoint

Microsoft 

integrated 

value

Remote Help

Advanced app 

management

Cloud-based

certificate management

Advanced endpoint

analytics

Endpoint Privilege 

Management

Tunnel for Mobile

App Management 

Simplicity  |  Security  | Savings



Microsoft 365 Business Premium | M365 Maps

https://m365maps.com/files/Microsoft-365-Business-Premium.htm


Features



Windows Autopilot

Configure 

Windows 

Autopilot profileS
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Device IDs

Hardware Vendor

IT Admin

Ship

Deliver direct to Employee
Employee unboxes 

device, self-deploys

IntuneWindows Autopilot

Device sync

Autopilot profile sync



More Platforms

• Linux is general available

• Support for
Ubuntu Desktop 22.04 or 20.04 
LTS

A GNOME graphical desktop 
environment (automatically 
included with Ubuntu Desktop 
22.04 and 20.04 LTS)

• Chrome OS preview

• Prerequisites
Chrome Enterprise Connector

Devices sync to Intune

Use Remote Actions

Compliance not supported



Application Management Lifecycle

Many application types 
are available including 
Store-, Web- or LOB (in-
house) apps

Easy deployment through 
groups having include/exclude 
options, Monitoring is available

Intune provides easy steps 
to remove assignments or 
retire devices and their 
apps

Configuring 
application settings 
and updating new 
versions

Protection behavior, conditional 
access, compliance policies



App Types
App type Description

Store app Takes the user to the manufacturer store 

Microsoft 365 Apps Configure and deploy Microsoft 365 apps (Office)

Microsoft Edge Configure and deploy Microsoft Edge browser

Web link / application Shortcut to a web app

Defender for Endpoint Defender for Endpoint agent deployment

Built-in app Curated managed apps (e.g. Office apps)

Line-of-business app
Custom created apps, where you provide the 

source (apk, ipa, msi, appx, pkg)

Win32 app
Lets you use own deployments and specify details 

like detection, requirements and  dependencies 

macOS app (DMG)
Disk image file that contains one or more 

applications

Android Enterprise 

system app 

Enablement or removal of system apps (e.g. 

Contacts)

Cloud storage for Intune iOS and Android LOB apps is limited to 2 GB. 
Total storage is unlimited (for trial subscriptions 2 GB).



Protect your Data on Virtually any Device with 
Intune
Mobile Device 

Management (MDM)

Conditional Access:

Restrict access to managed

and compliant devices.

Enroll devices for
management.

Provision settings, 
certs, profiles.

Report & measure 
device compliance.

Remove corporate
data from devices.

Mobile Application 

Management (MAM)

Conditional Access:

Restrict which apps can be 

used to access email or 

files.

Publish mobile
apps to users.

Configure and
update apps.

Report app
inventory & usage.

Secure & remove 
corporate data 
within mobile apps.



App Protection Policies 
for Personal Devices

Enables bring-your-own (BYO) and 

personal devices at work where users 

may be reluctant to “enroll” their device.

Ensures corporate data cannot be 

copied and pasted to personal apps 

within the device.

Intune App Protection policies are 

useful to protect Office 365 apps where 

devices are unmanaged or managed by 

3rd party.

Multi-identity 
policy

Personal data

Corporate data
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MAM vs. MDM

Mobile Application 

Management

(MAM)

Mobile Device 

Management

(MDM)

Application 

Deployment

Application 

Configuration

App protection 

policies (APP) 

Device 

configuration 

and app 

protection 

policies



App Selective Wipe

Select user 
and device



Multi Admin Approval
Requires a second administrative account to approve a change

Access policies define what is protected and which groups are approvers

Supported access policies are for Apps and Scripts

The approver selects a business justification

Multi Admin Approval - Creation

Microsoft Intune – Utilizzo delle multiple administrative approvals - ICT Power

https://www.ictpower.it/cloud/microsoft-intune-utilizzo-delle-multiple-administrative-approvals.htm


Intune separates configuration
policies for each device platform

Platform is selected prior creating profiles

Templates 
Wi-Fi profile, VPN profile, Certificate profile, …

Settings Catalog
Generated from the Windows 10/11 CSPs

Filter and search for settings

Configuration Profile Types



Administrative Templates

Group Policy style configuration



Configurable settings all in one place
Generated from Windows 10/11 CSPs

Reduces the need for custom profile

Quickly add new Windows settings

Settings Catalog

Microsoft Intune - Utilizzare il settings catalog per configurare dispositivi Windows, iOS/iPadOS e macOS - ICT Power

https://www.ictpower.it/sistemi-operativi/microsoft-intune-utilizzare-il-settings-catalog-per-configurare-dispositivi-windows-ios-ipados-e-macos.htm


Natively integrate 3rd party ADMX

admx and adml file are required

After import, an Imported Administrative Template profile can be 
created and deployed

Import custom and 3rd party ADMX



Upload and Deploy a Powershell Script

Upload your Powershell script

Configure settings

Assign to group

Can be managed by multi admin approval policies

Depends on Management extension schedule (hourly)



Tool to analyze on-premises GPOs
Helps translating to cloud settings

Import saved XML GPO report

Get a migration readiness report

Group Policy Analytics

Microsoft Intune – Migrare le Group Policy con Group Policy Analitycs - ICT Power

https://www.ictpower.it/cloud/microsoft-intune-migrare-le-group-policy-con-group-policy-analitycs.htm


Intune VPN gateway solution
Access on-premises resources from iOS and Android Enterprise devices

Docker container running on Linux

Microsoft Tunnel

Multiple Linux 
servers behind 
load balancer 

possible

Tunnel for MAM 
available with 
Intune Plan 2



Intune Device Compliance Policy

Check for:
Secure Boot / Bitlocker
Encryption
Windows 10/11 versions
Password
Firewall / Defender
Configuration Manager 
Compliance
MDE risk score



Endpoint security in Intune

Endpoint security node
Groups all tools available through Intune to configure 
and manage security related tasks.
These are the same policies as already configured with 
Device Configuration profiles.
-> avoid conflicts

Baselines

Antivirus

Disk encryption

Endpoint Detection and response

Attack surface reduction

Account protection

Compliance and Conditional Access



Helps securing and protecting users and devices

Automatically creates settings recommended by the 
security teams

Enables Bitlocker

Creates password
settings

Disables basic
authentication

…

Security Baseline

Distribuire le Windows security baseline con Microsoft Intune - ICT Power

https://www.ictpower.it/sicurezza/distribuire-le-windows-security-baseline-con-microsoft-intune.htm


Endpoint detection and response

Onboarding to Defender for Endpoint
For Intune managed devices

For Configuration Manager managed devices 
(Tenant attach required)

Option to use 
automatic (tenant 

connector) or specific 
onboarding package



Attack Surface Reduction

Profiles for
Device control (Secures removable media access, USB)

Attack surface reduction rules (Behaviour monitoring)

App and browser isolation (Run app/browser in isolated VM)

Exploit protection (Applies process mitigations)

Web protection (Blocks access to malicious sites)

Application control (Restrict applications)



Account protection

Profiles for
Windows Hello for Business

Credential Guard



Local user group memberships
Windows 10 20H2 or newer required

Account protection

Microsoft Intune – Gestire l’appartenenza ai gruppi locali di Windows - ICT Power

https://www.ictpower.it/microsoft-365/microsoft-intune-gestire-lappartenenza-ai-gruppi-locali-di-windows.htm


Defender Application Control

Application Control (Preview)

• Windows Defender Application Control (WDAC) was introduced with Windows 10 and allows 
organizations to control which drivers and applications are allowed to run on Windows clients.

• Applocker (now available for all Windows 10/11 versions)

Configurare Application Control in Microsoft Intune - ICT Power

https://www.ictpower.it/guide/configurare-application-control-in-microsoft-intune.htm


• Protection against pass-the-hash and 
lateral-traversal attacks

• Improved security for remote help desk 
scenarios

• Ability to sign in to and recover devices 
that are otherwise inaccessible

• Fine-grained security model 

• Support for the Azure role-based access 
control model for securing passwords that 
are stored in Entra ID

Windows LAPS
Built-in in Windows 10 

and 11 since CU 2023-04

Microsoft Intune – Configurazione delle password amministrative locali con Windows LAPS - ICT Power

https://www.ictpower.it/sicurezza/microsoft-intune-configurazione-delle-password-amministrative-locali-con-windows-laps.htm


Windows Update Types

Feature Updates: previously referred to as upgrades, Feature Updates contain significant feature 
additions and changes; they are released semi-annually.

Quality Updates: traditional operating system updates, typically released the second Tuesday of 
each month. These include security, critical, and driver updates. 

Non-deferrable updates: Currently, antimalware and antispyware Definition Updates

Category Maximum 

deferral

Deferral 

increments

Example

Feature 

Updates

365 days Days In Windows 10/11 maximum is 365 days

Quality 

Updates

30 days Days Security updates

Drivers (optional)

Non-security updates

Microsoft updates (Office,Visual Studio, etc.)

Non-

deferrable

No deferral No deferral Security Intelligence Updates (Definitions and 

engine)

Microsoft Intune – Gestione degli aggiornamenti dei dispositivi Windows 10/11 - ICT Power

https://www.ictpower.it/cloud/microsoft-intune-gestione-degli-aggiornamenti-dei-dispositivi-windows-10-11.htm


WINDOWS UPDATE

.sys
.sys.sys

.sys
.sys.sys

.sys

.sys

WITH DEPLOYMENT SERVICE

Driver & Firmware Servicing

MICROSOFT

INTUNE

Manage

IT admins

Devices scan

.sys

Approve & Schedule

Scan results

Your Enterprise Devices

Scan and Install

.sys

Browse .sys

.sys

A A

Gestione degli aggiornamenti dei driver Windows in Microsoft Intune - ICT Power

https://www.ictpower.it/sistemi-operativi/gestione-degli-aggiornamenti-dei-driver-windows-in-microsoft-intune.htm


DEMO
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