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Active Directory Poll

Do you know
how many and

Are you syncing
your Domain

Are you using a
single user to

who are the Admin to Azure authenticate
Domain Admins AD? anywhere?
& AAD GA?

Are you cloning
computers and
servers with the same
local admin pw?

Are you using a
Domain Admin
account for
Scheduled Task and
Service?




Active Directory Tier Model & LAPS goal

* Increase the cost for an attacker trying to compromise sensitive systems
* Avoid Domain Dominance

* Prevent Privileged Escalation

* Prevent Lateral Movement

« Mitigate Credential Stuff

 Mitigate “Pass-the-Hash” or "Pass-the-ticket” techniques
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Comparison to legacy tier model

Upgrades legacy tier model to complete enterprise access model

Privileged Access

— Control Plane

Access Cantrol for Assets

Management Plane
Asset Management, monitoring and Security

IT Admins and High Impact Roles Privileged Accounts
(and PIM/PAM Systems) & Workstations
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Admin Remote Acgess, Jumpseniers,

Lession Management, Praxies, etc.

Admin Devices

Intermediary(ies)
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Maote: Metworks often provide redimentary
contral plane for legacy/limited devices like
Operational Technology (OT)
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Evolved purpose and scope

The original tier model was built to contain privilege
escalation for on-premises active directory.

The enterprise access model guides access security
for full scope of a hybrid on-premises + multi-cloud
enterprise following zero trust principles for
employees, partners, customers, apps and more

Tier 0 = Control Plane

The control plane includes identity access controls as
well as the use of network access control where it is
the only/best option, such as legacy OT options
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User Access — i ——
-;n-um-!n---.-ﬂ-f.;d- E-EE ;:::s ----- User Accounts
Purblic Access

Remate Access, Proxias,
Wirtual Deskiop, etc.

Tier 1 Split
To increase clarity, actionability, and business focus:

* Management Plane — enterprise-wide IT
management
» Data/Workload Plane - per-workload

management focused on protecting business
critical systems/data and accommodating DevOps

User Devices
& Workstations Intermediary(ies)

e E

App Access (External)

Tier 2 Split

* User access — now includes all B2B, B2C, and public
access scenarios

* App access — to accommodate APl attack surface




Active Directory Tier Model
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Prevent Lateral Movement

.© @
\ : ‘=‘¢;,

&< / 9‘““‘59

9

© =

MNodes with MNodes with MNodes with rare MNodes with incident
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associated with an attack
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L APS new features

LAPS is now Windows native AND Microsoft is working on support for Azure Active Directory
Roadmap Features: AAD Join Device Support, password save choise (AD or AAD), Dedicated LAPS Tab on AD
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[ 7] Driver Installation Setting State Comment

: —_' Early Launch Antimalware \iz| Enable password backup for DSRM accounts Mot configured No
s _' Enhanced Storage Access \i2| Configure size of encrypted password history Not configured No
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Announcing Windows 11 Insider Preview Build 25145 | Windows Insider Blog



https://blogs.windows.com/windows-insider/2022/06/22/announcing-windows-11-insider-preview-build-25145/

Prevent Privileged Escalation

Deployment Measures:

1.

Analyze & Review AD
Security

Reduce excessive admin
privileges

Segment credentials into
privilege tiers

Block access between tiers

Use privileged access
workstation for
administration tasks
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Tier O

Domain &
Enterprise
Admins
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Tier 1
Server
Admins

Tier 2

Workstation
& Device
Admins

s

? Restrict Privilege Escalation
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