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Advanced multi-

layered security

Hybrid capabilities 

with Azure

Flexible 

application platform 

Azure innovation for Windows Server



Secure hardware, firmware and OS capabilities to help protect against threats

Protect

at boot-up with hardware root 

of trust

• Trusted Platform Module 2.0

• Secure cryptographic capabilities to better protect sensitive 

keys and measurements

Defend

against firmware level attack 

with validated system integrity

• Windows Defender System Guard to protect, maintain, and 

validate system integrity

• Dynamic root of trust of measurement (DRTM) to boot up 

securely and minimize firmware vulnerabilities

Prevent

access to unverified code with 

Virtualization-based security

• Hypervisor protected code integrity (HVCI) protects from 

unverified code execution

• Virtualization-based security supports features like 

Credential Guard to protect enterprise domain credentials





https://www.microsoft.com/security/blog/2021/12/07/new-secured-core-servers-are-now-available-from-the-

microsoft-ecosystem-to-help-secure-your-infrastructure/

https://www.microsoft.com/security/blog/2021/12/07/new-secured-core-servers-are-now-available-from-the-microsoft-ecosystem-to-help-secure-your-infrastructure/


Network Protection







SMB Encryption



• Protects against Man in the 
Middle attacks

• More Secure
• Windows Server 2022 & Windows 11 introduce 

AES-256-GCM and AES-256-CCM cryptographic 
suites for SMB 3.1.1 encryption

• Windows will automatically negotiate this more 
advanced cipher method

• Flexible and Easy to Use:
• Can be configured per share or entire file server
• Can be mandated through Group Policy
• Via PowerShell
• One checkbox in Windows Admin Center



Server wide SMB Encryption







Flexible and Easy to Use
Can be configured per share

Can be mandated through Group Policy

Via PowerShell

One checkbox in Windows Admin Center



Storage Migration Service
With Windows Server 2022
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Storage Migration Service
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Modernize your File Server and Future Proof On-

Prem Storage Costs

• SMS will:

• Automatically use Azure File Sync

• Sync your data into Azure Files for bottomless 

storage

• Migrate all your data to a modern Windows 

Server

• On-premises File Server is a hot cache
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Windows Server & SQL Server

Capability
Windows Server 2012/2012 R2

Standard and Datacenter

Windows Server 2016/2019 

Standard and Datacenter

Windows Server 2022 

Standard and Datacenter

Physical (Host) 

Memory Support

Up to 4 TB per 

physical server

Up to 24 TB per 

physical server

Up to 48 TB per

physical server

Physical (Host) Logical 

Processor Support
Up to 320 LPs Up to 512 LPs Up to 2048 LPs



Support for Nested 

Virtualization with AMD 

EPYC/Ryzen



Windows Server 2022 Containers



5 Year
Container Support



https://hub.docker.com/_/microsoft-windows-nanoserver

Windows Server 2022 Nano Server

<100 MB

https://hub.docker.com/_/microsoft-windows-nanoserver


Windows Server 2022 Datacenter: Azure Edition



Latest hybrid 

and compute 

features

Runs on Azure 

cloud & Azure 

Stack HCI 21H2

Best Windows 

Server VM with 

Automanage



SMB over QUIC

Azure Extended Networking

Hotpatch with Azure Automanage (Preview)

Disponibili Windows Server 2022: Azure Edition (general availability), hotpatch (preview), automanage (preview) e 

configuration management (preview) in Microsoft Azure - ICT Power

https://www.ictpower.it/cloud/disponibili-windows-server-2022-azure-edition-general-availability-hotpatch-preview-automanage-preview-e-configuration-management-preview-in-microsoft-azure.htm
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