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New IT challenges



Current IT challenges



On-premises —
Legacy devices
Windows 7
Office
Active Directory
ConfigMgr

Windows Defender

000 . .

+ Modern Workplace

Modern devices

Windows 10
\JL Microsoft 365

Office 365

Azure Active Directory

Microsoft Intune

Microsoft Threat Protection



volution to Modern Workplace
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Fvolution to Modern Workplace

B Microsoft
ON DEMAND

Modern Windows 10 and
Office 365 deployment with
Windows Autopilot, Desktop
Analytics, and Microsoft
Endpoint Manager

Microsoft Ignite


https://myignite.techcommunity.microsoft.com/sessions/81677

Windows 10 for everyone

Windows 10 Home Windows 10 Pro
Editions Windows 10 Enterprise ~ Windows 10 loT Core
Windows 10 Education Windows 10 Mixed Reality

Windows 10 Home in S mode
. Windows 10 Pro in S mode
Configuration

Windows 10 Enterprise in S mode
Windows 10 Pro for Workstations

Desktop
Notebook
) Workstation
DeV|CeS Convertible
Tablet
AlO
loT
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Windows 10 on ARM

Windows Server Update Services (WSUS) does not support
the ability to deliver drivers and firmware to Surface Pro X.

.....



Windows 10X

Sustainable gardening

PLANNING AND DESIGN OF
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Windows 10X
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Microsoft Emulator Manager

Download emulator images...

Refresh

Exit

F5

i Microsoft Emulator Manager — O X
File | Tools Help v1.1.54.0
MNew device...

.0.19563.0 (Preview)

90156C685_1.0.0.0_x64__Bwekyb3dBbbwe\content\flash.vhdx

.0.19578.0 (Preview)

10.0.19578.0

Uze GPU: True

R R LR R I L L L R

Processor count: 4
WM type: HCS (not visible in Hyper-V Manager)

T W T [ T TS T S e T e T

Displays: 2 @ 1440x1920 scale factor: 200%

Start...

Edit...

Delete...

ows10XEmulatorimage10.0.19578.0Previ_1.0.1.0_x64__8wekyb3d8bbwe\content\flash.vhdx

Add Visual Studio Integration



https://aka.ms/emulator/app
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Why Stay Current?
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Access to the latest

features and capabilities

for better productivity
and creativity

Improved management, Enhanced security against
performance, stability and modern threats and
latest hardware support zero-day attacks




Staying Secure

V

CAPABILITY

/
Attackers take advantage of periods between /'
.

releases Q PROTECTION GAP
Stay ahead of the attackers with continual i% %
4 s

software improvements @ TIME

THREAT

.PRODUCT NERAEE SOPHISTICATION



Windows 10 gets better with each update

With enhanced security, more tools for IT and end user productivity features




Windows 10 gets better with each update

With enhanced security, more tools for IT and end user productivity features

Windows Defender Exploit Guard, Systern Guard, Application Guard,
Applcation Control
Mobile Device Managemment

tirvneys Aty Updsde Complenos
i Aty Demsine s

Bgres update delivery - T
Hyper-¥ = Windows Defieruer

1 L - Hello
Wirncdosss Irsicder Program for Business =  hcosolt Eoge
Pairt 30 = Device Guand
Cortara at work =  Credential Guand
Might: Bght, mnini view = Bilocker
Windows Infomnation Protedion = SartSereen
Windows Hello for Busines =  Windows & a service
Windows Arclytics Upgrade Readines = In-phace upgrars
App-¥. LEY = Contirmam
Hytwid Anure Active Direcioey Join =  Corfara

Windows Analytics — Spectre & Meltdown, Delivery Optimization,
Application Refiabiiity Logon Health

WDATP Automated Remediation

Threat Analytics

Emergency Outhreak Updates

Advanced hunting

Ooud Credential Guard

Windows Autopdot enroliment status page
Windows 10 Enterprise in S mode

Shared Windows Devices
Nearby Sharing
Dictats
Timeline
Windows Deliender Exploit Guesm, Systern Windoss Hello for Busines
Control App¥, UEY
Mobile Device Hylwid Anare Adive Diredony boin
Windows Arclytics Uipdate Compliance Wirdoss ik
Device Health Miobile Device Maragenment
AAD Boin

= Windows Update for Busines

Onelrive Fles Or-Dennand = i, Calendar, Photos, hiaps, Groove, Skype
MNarator = Windows Defieruder Antive
Mibg=d Resality Wiewer =  Windows Hello
Windoms Autnpiiot = hcosolt Edge
Windows Delierder ATP =  Device Guam
Windows Defiender Seourity Center =  Credential Guand
Bgres update delivery = Rl ocker
Hyper-¥ = SnetSereen

1 L =  Windows & a service
Wirncdosss Irsicder Program for Business = In-place upgrades
Paint 30 = Contimam
Cortara at work = Coram
Maght Eght, mnird view = Windows 10 core

Mioosoft Defender ATP new attadk surface area reduction controls
Investigation and remediation aooss Office 365 ATP and Mioosoft
Delender ATP

Web Authentication in Miaosoft Edge
Windows Hello with ADO 2.0

30 months of support for Sef

Windows Autopiot Self-deploying mode

S Mode Block Switch

Micuosoft Edge kiosk mode

sk =  Pant3D
Threat Arslytics = Corara at work
Emnergency Outbrenk. Updates = Might kght, mnini view
Acvanced hunting = Windows Informnation Protedion
Oowd Credential Gueamd =  Windows Hello for Busines
Diagriostic data viewer = Windows Aralytics Upgrade Readines
Windlases sahs page = App-¥. LEY
Windows 10 Enterprisa in S mode = Hylbwid Azum Active Directoey boin
Shared Windows Devices = Windows nk
Meswbwy Shewing =  Kobie Device Maragement
Dictation = AAD boin
Tinneline =  Windows Soe for Busnes
Windoss Defiender Exploit Guam, Systenn =  Windows Update for Business
G, Application Guand, Appcation = i, Caleruchar, Photos, Mags, Groove, Skype
Control = Windows Defiender Antivines
Miobile Device = Windows Hello
Windows Araiytics Update Compliance =  Mcosolt Edge
Windows Device Health =  Device Guamd

=  Credential Guand
Enterprise search in Windows = Bl ocker
Contirme on PC = SartSereen
Onellvive Fles On-Dennand =  Windows & a service
Mamaior = Inplace upgades
Mo Reslity Viewer =  Contimam
Windows Autnpior = Cotarsa

Tamper Proociing Capabilities
Windows Sandbox
Applcation Guard enhancermnents
Sign-on with PasswordHess Miaosoft accounts
New Kaimogis and Emojis
Accessihility Improvermnents
Windows Shell enhancermnents
Windows Timeline
Device Managermnent Polides
Intune Security Baselines
Enhanced Enmoliment Status Page
Windows AutoPilot White Glove
Setup Diag
Automatic Restart Sign On {ARSO)
Reserved Disk Space
Improved Delivery Optimization (DO)
Wirdows Arsiytics — Specire B = Windows Ik
Rieliriomn, Delfivery Optimizti = Mobile Device Maragement:
Applcation Refablty LogonHesth =  AAD Join
WDATP o - Store for Business
Conditiorsl Access besed on'WIDATP = Windows Update for Busines
device risk = hial, Caleniar, Photos, hiaps, Groove,
Threat o Skype
Acvarced hunting = Windows Hallo
Ooud Credertial Guand = hcrosolt Edge
Diagnosdic dala viewer = Device Guemd
Windows Aunpiot erroliment slahs = Credential Guam
page = Bl ocker
Wirdows 10 Enterprise in S mode =  SmartSceen
Shared Windows o =  Windows o5 a service
Meswbwy Shewing = Inplace upgades
Dictation =  Contiream
Timneline = Cotarsa
Wirdows Defierder Exploic Guarnd, = Windows 10 core
Systern Guand, Application Guand, = Wirklows Deferer ATP new attack
Appication Control axice ara edudion controls
Mobile Device = Irvestigation and remedalion  aomoss
Windows Arsiytics Update Complance Office 375 ATP and Wirdows Defiencer
Hirnms ies Device Health AP
= Web Authentication in Microsolt: Edge
Erterprise sesrch in Windows = Windows Hello with FIDO 211
Contirme on IPC = ¥ months of suppot: for Septemniber
Orellrive Fles Or-Demand relers
Marator - Sl
Mo Reslity Viewer mode
Windows Autoplot = Windows Aunpiot Hytwid Aznure AD
hcrosolt Defierder ATP Jjoin
Wirdows Defieruder Security Center = 5 hdode Block Switch

Bgress update delivery =  hcosolt Bdge kiosk mods
Hyper-¥ = Desking Aralytics (Preview) — nteligent
Windows 10 Fiot [«

Pairt 30 -

Corara at work =  hcosolt Bdge sxperience
Might Bght, rnirsi view Improvennenis
Windows ik -




Top customer conversations & challenges

&

Application Bandwidth Package & Payload
Compatibility Impact Sizes



Reducing Feature Update offline time

Feature Update median offline time 1903 Feature Update median offline time

90 28
82

" 1809 - 3 reboots

26
70 1903 - 2 reboots

24
v 20H1 - 1 reboot
50 ; - 28
40 20
30

18
20

All

21
17
1703 1709 1803 1809 1903 20H1
ce Surface Surface
Pro 6 Laptop2  Studio 2

)

M

Time (Min)
Tim




ROad to 20H1

19H2 A



19RH2

Septemper 2019



1909

November 2019



Understanding Windows 10, version 1909

- Windows 10, versions 1903 and 1909 share a
common core operating system with an
identical set of system files.

- Version 1909 is included in the latest monthly
quality update for Windows 10, version 1903
(released October 8, 2019)

- New features will remain dormant until they are
turned on through the “enablement package,” a
small, quick-to-install “master switch” that
activates the Windows 10, version 1909 features.




Overview Windows 10, version 1909

Update to 1909 using Quality Update process and experience
New features delivered inside LCU via Servicing
30 months of support for Enterprise e Education editions

Windows 10 1909 contains 4 components:
1903 — Any 18362.xxx build
+ LCU - Latest Cumulative Update with 1909 features “turned off”
 SSU - Servicing Stack Update that makes eKB installable

- eKB - Enablement KB that turns on the 1909 features
and marks the system as 1909



Deploying Windows 10, version 1909

Starting Windows Version Deployment Behavior

Windows 10, version 1809 or earlier No changes

Windows 10, version 1903 Faster update to Windows 10, version 1909



Deploying Windows 10, version 1909 (WSUS)

Starting Windows version Deployment

No changes.

Windows 10, version 1909 media will be
available on general availability to all the
channels as earlier Windows 10 releases.

Windows 10, version 1809 or earlier

“Feature Update to Windows 10 version
1909 via Enablement Package (KB4517245)"

Windows 10, version 1903 or

Windows 10, version 1909 media.


https://support.microsoft.com/en-us/help/4517245

More details?

ICTS POWER.

a® Windows10

November 2019 Upda

November 12, 20%9



https://www.ictpower.it/sistemi-operativi/windows-10-november-2019-update-articolo-nuovo-e-aggiornato.htm
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"Right now we're releasing Windows 10, and because
Windows 10 (s the last version of Windows, we’re all
still working on Windows 10."

Jerry Nixon — Software Development Engineer — Ignite 2015



Windows as a Service, you know?

A single cumulative update each month with no new features

Quiality L L ,
Updates  Security fixes, reliability fixes, bug fixes, etc.
» Supersedes the previous month’s update

Twice per year with new capabilities
* New features and innovation APIs and security capabilities

* Very reliable, with built-in rollback capabilities
« Simple deployment using in-place upgrade, driven by existing tools

Feature
Updates

* Try them out with Insider Preview



Windows as a Service, Deployment rings

Hundreds
of millions

Several million

10s of
thousands
Users
Broad : :
Engineering Microsoft Microsoft Semi-Annual Channel Semi-Annual Channel
builds internal Insider Preview Branch (Targeted) 3
validation
Time

6 months

4 months

14 months

*Conceptual illustration only



Windows as a Service, Deployment rings

Hundreds
of millions

Several million

10s of
thousands
Users
Broad .
Engineering Microsoft Microsoft Semi-Annual Channel
builds internal Insider Preview Branch
validation
Time

6 months

18 or 30 months

*Conceptual illustration only



Windows 10 Release Lifecycle

release

Windows Insiders
/Feedback

Pilot / Broad / Production

6 months | |

18 or 30 months



Windows 10 Servicing Timeline

2017 2018 2019 2020 2021 2022
Windows 10 1607
18 months 12 months
_ Wmdowsw 1703
W‘ndows10 1709
Windows 10 1803 ;
18 months 12 months
Wlndowsw 1809
6 months 18 months 12 months
Windows 10 1903

Windows 10 1909

® Windows nsider Program |

Additional Servicing (ENT/EDU Only)

12 months

2023




Windows Update Advanced Options changes

& Settings — O X <~ Settings — |

@& Advanced options & Advanced options

Choose when updates are installed Choose when updates are installed

Choose the branch readiness level to determine when feature updates are installed. 'Semi-Annual A feature update includes new capabilities and improvements. It can be deferred for this many days:

Channel (Targeted)' means the update is ready for most people, and 'Semi-Annual Channel' means it's
ready for widespread use in organizations.

Semi-Annual Channel (Targeted) A quality update includes security improvements. It can be deferred for this many days:

Semi-Annual Channel

A ledlure upudte inauues new capanilities and improvements. It can be deferred for this many days:

Delivery Optimization

Privacy settings
A quality update includes security improvements. It can be deferred for this many days:

Delivery Optimization

Note: Windows Update might update itself automatically first when checking for other updates.

Privacy settings Have a question?

Get help

Note: Windows Update might update itself automatically first when checking for other updates.



Defer or pause an update

& Settings — O X

& Advanced options

Choose when updates are installed

A feature update includes new capabilities and improvements. It can be deferred for this many days:

0 v

A quality update includes security improvements. It can be deferred for this many days:

0 v

Delivery Optimization

Privacy settings

Note: Windows Update might update itself automatically first when checking for other updates.

Have a question?
Get help

Defer

Maximum deferral

Feature updates

365 days

Quality updates

Pause an update

35 days maximum

30 days



Windows litfecycle fact sheet

Edition March* feature updates | September* feature updates

BOHE S UL e Serviced for 18 months from Serviced for 30 months from

Windows 10 Education release date release date (formerly 18 months)
Windows 10 Pro
Windows 10 Pro Education Serviced for 18 months from release date. However, based on your

settings, the latest feature update may be automatically installed
when available.

Windows 10 Pro for Workstations

Windows 10 Home

* Feature updates will be released twice annual with a target of March and September



Windows 10 version history

Date of availability

Windows lifecycle fact sheet

End of service for Home,
Pro, and Pro for Workstation
editions

End of service for Enterprise
and Education editions

Windows 10, version 1909

November 12, 2019

May 11, 2021

May 10, 2022**

Windows 10, version 1903 May 21, 2019 December 8, 2020 December 8, 2020
Windows 10, version 1809 November 13, 2018 May 12, 2020 May 11, 2021**
Windows 10, version 1803 April 30, 2018 November 12, 2019 November 10, 2020
Windows 10, version 1709 October 17, 2017 April 9, 2019 October 13, 2020
Windows 10, version 1703 April 5, 2017 October 9, 2018 October 8, 2019
Windows 10, version 1607 August 2, 2016 April 10, 2018 April 9, 2019

Windows 10, version 1511

November 10, 2015

October 10, 2017

October 10, 2017

Windows 10, version 1507

July 29, 2015

May 9, 2017

May 9, 2017

** Serviced for 30 months from release date




Windows litfecycle fact sheet

Windows 10 version history

Date of availability

Mainstream

Extended support
end date

Windows 10 Enterprise LTSC 2019
Windows 10 loT Enterprise LTSC 2019

November 13, 2018

support end date

January 9, 2024

January 9, 2029

Windows 10 Enterprise 2016 LTSB
Windows 10 loT Enterprise 2016 LTSB

August 2, 2016

October 12, 2021

October 13, 2026

Windows 10 Enterprise 2015 LTSB
Windows 10 loT Enterprise 2015 LTSB

July 29, 2015

October 13, 2020

October 14, 2025
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New Microsoft Edge

G




More details?

ICT pOWE RJT Home Blogs Sistemi Cloud Tecnologia Normative Video Eventi Community f L 4 in



https://www.ictpower.it/sistemi-operativi/nuovo-anno-nuovo-browser-arriva-il-nuovissimo-microsoft-edge.htm

20H1

March 2020



2004

May 2020
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vNext?

Insider Time



The Fast ring going forwara

=) Active Development Branch

New features and OS improvements done in this
branch will show up in future Windows 10
releases when they are ready.
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